Privacy Policy

TestnetCasino.com - a SoloChance.org project - Effective 8 November 2026

We collect as little as possible. There are no names, emails, passwords, payment details or advertising
trackers. To run accounts, games and withdrawals we store your Testnet4 wallet address or passkey
public key, your activity in the Service, and the IP addresses used to create accounts and sign in (to
prevent abuse). Withdrawals are public on the blockchain forever. We do not sell your data.

1. Who is responsible

The controller of your personal data is the operator of TestnetCasino.com, a SoloChance.org project run by a
private individual based in the Republic of Estonia. Contact for any privacy matter: hello@solochance.org.

This policy explains what personal data the Service processes, why, on what legal basis, for how long, who
receives it and what your rights are under the EU General Data Protection Regulation (GDPR) and Estonian law.

2. Data we process

Account data. For wallet accounts: your Testnet4 address and the signed sign-in messages we check. For
passkey accounts: the passkey's public key and credential identifier, a random user handle and the data your
browser returns when you use the passkey (we never see your fingerprint, face or device PIN). For both: an
internal account id, the date the account was created and whether it is enabled.

Game and balance data. Every spin (game, bet, result, time), your fairness seeds and nonces, and an
append-only ledger of every change to your balance (sign-up and daily bonuses, spins, withdrawals, corrections).

Withdrawal data. The amount, the Testnet4 address you enter, the status and the blockchain transaction id.
Passkey accounts may also save a default withdrawal address.

Network and security data. The IP address an account was created from and the IP address of sign-in
challenges, used together with your network range (IPv4 /24, IPv6 /64) for rate limits and to stop mass account
creation. An audit log records administrative actions and certain security events, which may include an IP address.
Our servers also keep technical logs (time, requested address, status, errors); they never contain your seeds,
signatures or cookies.

Session cookie. One strictly necessary cookie, __Host-session (HttpOnly, Secure), keeps you signed in. It holds a
random identifier only.

Browser storage. Your browser stores display preferences on your device only: the tSats/tBCH switch, sound on
or off, jukebox settings and your last bet per game. They are not sent to us.

We do not ask for or process names, email addresses, phone numbers, physical addresses, payment data, identity
documents or special categories of data. We do not use advertising, analytics or tracking cookies.

3. Why we use it, and the legal basis

* To provide the Service (accounts, sign-in, games, balances, bonuses, withdrawals, history, leaderboards):
performance of our agreement with you (GDPR Art. 6(1)(b)).

* To keep the Service secure and fair (rate limits, one account per person, preventing fraud, bots and abuse,
investigating incidents, auditing administrative actions, fixing errors): our legitimate interest in protecting the
Service, the faucet's coins and other players (Art. 6(1)(f)).

* To keep a complete, verifiable ledger and prove the fairness and integrity of results: our legitimate interest
(Art. 6(1)()).

* To comply with the law and respond to lawful requests: legal obligation (Art. 6(1)(c)).

* Session cookie and browser preferences: strictly necessary for the service you ask for, so no consent is
needed for them.

We do not make decisions with legal or similarly significant effects about you based solely on automated
processing. Automatic rate limits and limits on withdrawals only protect the Service.
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4. Public information

Leaderboards show a public label for each listed player together with amounts (balance, net winnings or
withdrawals). The label is a shortened wallet address (for example bchtest:qz8f...4k2m) or "Passkey" with six
characters derived from the account. It is not your name.

The blockchain is public and permanent. Every withdrawal is a Testnet4 transaction that anyone can see,
including the address and amount, and it cannot be changed or deleted by anyone, including us. Your wallet
address is also visible on the blockchain whenever you use it. Avoid reusing an address you want to keep private.

Fairness data. Revealed server seeds and spin details are shown to you so you can verify results.

5. Who receives your data
We do not sell, rent or share your personal data for marketing. We use these processors and services:

* Cloudflare, Inc. (United States, global network): DNS, TLS and proxy in front of our API. It processes IP
addresses and request data to deliver and protect traffic.

* Our hosting provider (data centre in the Netherlands): runs the API server and the database.

* GitHub, Inc. (United States): hosts the website's static files (GitHub Pages) and may log visitor IP addresses.

* Google LLC (United States): Google Fonts are loaded from Google's servers, which receive your IP address
and browser details when a page loads.

* The Bitcoin Cash Testnet4 network: withdrawals are broadcast publicly to its nodes and miners.

Links to other sites, such as block explorers and the test mining pools, take you to services with their own privacy
policies. We may also disclose data when required by law or to protect our rights, the Service or others.

6. International transfers

Some providers above are based in, or may process data in, countries outside the European Economic Area,
including the United States. Such transfers rely on an adequacy decision (such as the EU-US Data Privacy
Framework, where the provider is certified) or the European Commission's standard contractual clauses offered by
the provider.

7. How long we keep data

* Account, game, ledger and withdrawal data: for as long as the account exists. The ledger is append-only by
design, so that every balance can be verified; entries are kept after an account is disabled for as long as needed
for integrity, fairness verification, fraud prevention and legal claims.

* Sessions: until you sign out or 30 days after your last request.

* Sign-in challenges, including their IP address: valid for 5 minutes and deleted automatically one day after they
expire.

* The IP address an account was created from, and audit log entries: for as long as needed to prevent abuse and
to investigate incidents, and deleted or anonymised when no longer needed.

* Technical server logs: only as long as needed for operation and security, then rotated out.

* Blockchain transactions: permanent and outside our control.

8. Your rights

Under the GDPR you have the right to access your data, to have it corrected, to have it erased, to restrict or object
to processing based on legitimate interests, and to data portability. To use these rights, email
hello@solochance.org from any address and tell us your account's wallet address or passkey label; we may ask
you to prove that the account is yours, for example by signing a message with your wallet.

Some data cannot be erased: blockchain transactions are permanent, and ledger and security records may need
to be kept as explained above. In that case we will disable the account, stop using the data for anything else, and
delete or anonymise whatever we can. Erasing or disabling an account ends access to its balance.

You also have the right to lodge a complaint with a supervisory authority, in Estonia the Data Protection
Inspectorate (Andmekaitse Inspektsioon, www.aki.ee), or the authority where you live or work.
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9. Security

We protect data with measures such as encrypted connections (HTTPS), an HttpOnly session cookie, a firewall
that only accepts traffic from our proxy, access controls and an append-only ledger. No system is perfectly secure,
and we cannot guarantee absolute security. Keep your wallet keys and passkeys safe: we never ask for them.

10. Children

The Service is only for people aged 18 or older. We do not knowingly process data of anyone younger. If you
believe a minor has used the Service, contact hello@solochance.org and we will disable the account.

11. Changes to this policy

We may update this policy at any time by publishing a new version with a new effective date. If the changes are
significant, we will make that clear on the Service.

12. Contact

For any question or request about your personal data: hello@solochance.org.

Questions about this document: hello@solochance.org
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